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Ky su SRE (Site Reliability Engineer)

Thong tin chung

Muc Chi tiét

Dia diém Toa nha VTV8, 258 Bach Pang, p. Hai Chau, Ba Nang
Hinh thirc Toan thoi gian

Kinh nghiém Ti 3 nam

Mtrc lwong Théa thun

V@ vi tri

Chung t6i tim mot k§ sw SRE dé gidm sat va van hanh ha ting Kubernetes on-premise nhiéu cum, trién
khai hoan toan theo GitOps v&i Argo CD.

Céc cong nghé ban sé& lam viéc hang ngay:

API gateway: APISIX, Apollo Router

Pinh danh va bao mat: Keycloak, OpenBao, step-ca, cert-manager, mTLS

Di¥ liéu: PostgreSQL (CloudNativePG), SeaweedFS (S3)

Quan sat: Prometheus, Alertmanager, Loki, Tempo, Grafana, OpenTelemetry
ClI/CD: GitLab, Argo CD, Argo Workflows

Cong viéc chinh

Gidm sat strc khoe céc cum va thanh phan ha tang; x& ly cdnh bdo tir Alertmanager va tham gia
trwc on-call luan phién.

X ly su ¢, tim nguyén nhan gdc, viét postmortem; hoan thién runbook va alert rule.

Xay dwng SLI/SLO, dashboard Grafana va recording rule; theo d6i dung luvong, retention va tai
nguyén node pool.

Thuyc hién moi thay d6i qua merge request va Argo CD, theo quy trinh promote ti¥ non-
production Ién production.

Van hanh sao lwu va dién tap khéi phuc dinh ky: PostgreSQL (Barman), OpenBao (Raft snapshot),
GitLab, SeaweedFS.

Quan ly vong doi chirng chi (cert-manager, step-ca), secrets va quyén truy cap qua Keycloak.
Tu dong hda cdng viéc |3p lai va viét kiém thir (Chainsaw) cho hanh vi van hanh.

Yéu cau

T 3 ndm van hanh hé thdng production, trong dé it nhat 2 ndm vdi Kubernetes.




e Virng Linux va mang (DNS, TLS, load balancer, dinh tuyén); troubleshoot c6 phuong phap.
e Kinh nghiém thuc té véi Prometheus/PromQL, Alertmanager va Grafana.

e D3 lam viéc vdi GitOps (Argo CD hoac Flux), Helm va Kustomize.

e Viét script t6t bang Bash hodc Python (Go la |gi thé).

e Hiéu PKI, mTLS va OIDC d0 dé chan doan 15i xac thuc.

e Doc hiéu tot tai liéu ki thuat tiéng Anh; san sang tham gia on-call.

U'u tién
e Van hanh PostgreSQL (CloudNativePG), lvu trit twong thich S3, Loki/Tempo, OpenTelemetry

Collector.

e Kinh nghiém vé&i APISIX hoac Nginx, Keycloak, Vault/OpenBao, Argo Workflows, Terraform,
Ansible.

e Tirng van hanh ha tang on-premise/bare-metal; c6 chirng chi CKA hodc CKS.

Quyeén logi

e Tham gia tir giai doan dau, anh huwdng truc tiép dén cich hé théng dugc van hanh.

e Lam viéc vdi stack cloud-native hién dai, ha tang dudi dang m3 va quy trinh review chat ché.
e Phu cdp on-call, ngan sach dao tao va thi chirng chi; ché d6 theo quy dinh cdng ty.

e 18 ngay phép/nam

e Puogc cung cap thiét bj [am viéc hién dai

Ung tuyén: glri CV vé email khaiha@vtvcab.vn véi tiéu dé “SRE — Ho tén”.




